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Special Notes

API publications necessarily address problems of a general nature. With respect to particular circumstances, local,
state, and federal laws and regulations should be reviewed.

Neither AP nor any of API's employees, subcontractors, consultants, committees, or other assignees make any
warranty or representation, either express or implied, with respect fo the accuracy, completeness, or usefulness of the
information contained herein, or assume any liability or responsibility for any use, or the results of such use, of any
information or process disclosed in this publication. Neither APl nor any of APl's employees, subcontractors,
consultants, or other assignees represent that use of this publication would not infringe upon privately owned rights.

Users of this recommended practice should not rely exclusively on the information contained in this document. Sound
business, scientific, engineering, and safety judgment should be used in employing the information contained herein.

Work sites and equipment operations may differ. Users are solely responsible for assessing their specific equipment
and premises in determining the appropriateness of applying the recommended practice. At all times users should
employ sound business, scientific, engineering, and judgment safety when using this recommended practice.

API publications may be used by anyone desiring to do so. Every effort has been made by the Institute to assure the
accuracy and reliability of the data contained in them; however, the Institute makes no representation, warranty, or
guarantee in connection with this publication and hereby expressly disclaims any liability or responsibility for loss or
damage resulting from its use or for the violation of any authorities having jurisdiction with which this publication may
conflict.

API publications are published to facilitate the broad availability of proven, sound engineering and operating
practices. These publications are not intended to obviate the need for applying sound engineering judgment
regarding when and where these publications should be utilized. The formulation and publication of API publications
is not intended in any way to inhibit anyone from using any other practices.

Any manufacturer marking equipment or materials in conformance with the marking requirements of an API standard
is solely responsible for complying with all the applicable requirements of that standard. APl does not represent,
warrant, or guarantee that such products do in fact conform to the applicable API standard.

All rights reserved. No part of this work may be reproduced, translated, stored in a retrieval system, or transmitted by any means,
electronic, mechanical, photocopying, recording, or otherwise, without prior written permission from the publisher. Contact the
Publisher, API Publishing Services, 1220 L Street, NW, Washington, DC 20005.

Copyright © 2014 American Petroleum Institute
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Foreword

Nothing contained in any API publication is to be construed as granting any right, by implication or otherwise, for the
manufacture, sale, or use of any method, apparatus, or product covered by letters patent. Neither should anything
contained in the publication be construed as insuring anyone against liability for infringement of letters patent.

Shall: As used in a standard, “shall” denotes a minimum requirement in order to conform to the specification.

Should: As used in a standard, “should” denotes a recommendation or that which is advised but not required in order
to conform to the specification.

This document was produced under API standardization procedures that ensure appropriate notification and
participation in the developmental process and is desighated as an APl standard. Questions concerning the
interpretation of the content of this publication or comments and questions concerning the procedures under which
this publication was developed should be directed in writing to the Director of Standards, American Petroleum
Institute, 1220 L Street, NW, Washington, DC 20005. Requests for permission to reproduce or translate all or any part
of the material published herein should also be addressed to the director.

Generally, API standards are reviewed and revised, reaffirmed, or withdrawn at least every five years. A one-time
extension of up to two years may be added to this review cycle. Status of the publication can be ascertained from the
API Standards Department, telephone (202) 682-8000. A catalog of API publications and materials is published
annually by API, 1220 L Street, NW, Washington, DC 20005.

Suggested revisions are invited and should be submitted to the Standards Department, APIl, 1220 L Street, NW,
Washington, DC 20005, standards@api.org.
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Pressure Equipment Integrity Incident Investigation

1 Scope

1.1 General

The purpose of this document is to provide owners/users with practices for developing, implementing, sustaining, and
enhancing an investigation program for pressure equipment integrity (PEIl) incidents. This recommended practice
(RP) describes characteristics of how an effective investigation could be structured so organizations can learn from
PEl incidents. This RP is not intended to define or supplement criteria for compliance with regulatory requirements for
which companies already have defined investigation processes in place. Rather, APl 585 provides a specific focus on
investigating PEI failures that are precursors to potential incidents that could have significant impact on safety, health,
and environment.

Significant mechanical integrity incidents are rarely the result of one isolated issue; there are almost always less
severe precursors to a major failure. These precursors are frequently called near misses when they are found.
Additionally, this document highlights the value in recognizing these precursor occurrences and promotes
investigating them to determine the immediate, contributing, and root causes. If these precursor occurrences are
uncovered, investigated, and the contributing and root causes are resolved, then major catastrophic failures of
pressure equipment could be minimized or prevented.

1.2 Industry Scope

The investigation principles and concepts that are presented in this RP are specifically targeted for application to
process pressure equipment in the refining and petrochemical industry but could be applied to other equipment at the
discretion of the owner/user,

1.3 Flexibility in Application

Because of the broad diversity in organizations’ size, culture, national, and/or local regulatory requirements, APl 585
offers users the flexibility to apply the investigation methodology within the context of existing incident investigation
practices and to accommodate unique local circumstances. APl 585 is intended to promote the use of systematic
investigations as a way to learn from unexpected leaks and equipment degradation or near misses associated with PEI.

Investigation methodologies consist of investigators collecting evidence and conducting an analysis of the evidence to
determine the causes. Many types of investigation analysis methods exist and are used throughout the industry. This
document is not intended to single out one specific analysis method for conducting investigations. This document
highlights PEI issues for investigation and provides guidelines and work processes for PEI incident investigations.

1.4 Pressure Equipment Integrity (PEI) Focused

Investigation is a vital element for learning from unexpected discoveries or incidents (e.g. finding significantly more
corrosion damage or other forms of deterioration than expected) and can be used in a continuous improvement
process. Investigating and determining the causes of unexpected leaks, equipment degradation, or near misses
associated with pressure equipment may be used to improve mechanical integrity programs and management
systems for maintaining PEI, such as design and construction procedures, maintenance and inspection practices,
and operating practices.

The Inspection, Corrosion/Materials, and Storage Tank Subcommittees of the APl Committee on Refinery Equipment

have produced a variety of codes and standards to guide owners/users in maintaining pressure equipment integrity
and reliability, a listing is included in the Bibliography for reference.
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2 APl RECOMMENDED PRACTICE 585

1.5 Types of Pressure Equipment Covered

The following examples are the types of equipment considered to be within the scope of this document.
a) Pressure vessels—all pressure-containing components.

b) Piping—pipe and piping components (valves, expansion joints, sight glasses).

c) Storage tanks—atmospheric, low pressure, and pressurized.

d) Rotating equipment—pump and compressor cases and associated pressure-containing piping and pressure
vessels, excluding seals.

e) Boilers and heaters—pressurized components.

f) Heat exchangers—shells, heads, channels, and pressure-containing components and tube bundles.
g) Pressure-relief devices.

h) Structural systems—integral to supporting pressure-containing systems.

iy Cooling water towers.

j) Stacks and flares.

Other types of pressure equipment can be included at the discretion of the owner/user.

1.6 Types of Equipment Excluded

The following nonpressurized equipment is not intended to be covered by this RP but could be included at the
discretion of the owner/user.

a) Instrument and control systems.

b) Electrical systems.

c) Machinery components (except pump and compressor pressure-containing cases).

d) Structural equipment not associated with a pressure-containing component or system.

e) Pressure vessels or piping systems on movable structures, including piping systems on trucks, ships, barges, and
other mobile equipment.

1.7 Target Audience

The primary audience for API 585 is the inspection and engineering personnel working in the PEI programs within
refineries and petrochemical plants. However, investigations often require the involvement of various segments of the
organization, such as engineering, maintenance, inspection, operations, and supervision. Corrective action and
recommendations to address the causes may rest with more than one segment of the organization. Therefore, while
the primary audience may be PEI personnel, it is suggested others within the organization who are likely to be
involved become familiar with the concepts and principles embodied in this RP.
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6 APl RECOMMENDED PRACTICE 585

QA quality assurance

QC quality control

PSM process safety management
RCA root cause analysis

SME subject-matter expert

4 PEl Incident Tracking
4.1 PEl Incident Types

PEI incidents are unexpected discoveries or occurrences relating to pressure equipment, usually involving loss of
containment or the potential for loss of containment due to some form of damage mechanism such as those covered
in AP1 571. This document will refer to both failures and near misses as PEIl incidents throughout.
The following are some examples of the two different types of PEI incidents as they relate to pressure equipment.
a) Failures:

— flange leak of process fluid (not including environmental fugitive emissions leaks);

— equipment damaged from corrosion resulting in leak of process fluid;

— through-wall crack resulting in leak of process fluid;

— equipment rupture;

-— structural failure (due to structural component deterioration or physical damage to the structure) resulting in
pressure equipment leak or damage requiring repairs or rerating (e.g. deterioration of external support rings);

— a process pressure and/or temperature excursion or pH excursion resulting in loss of containment and/or
damage to the process equipment requiring repairs;

— heat exchanger tube bundle leak or rupture causing a loss of primary containment (e.g. air cooler tube leak
or a tube bundle leak into a cooling water system with detectable emissions to atmosphere at the cooling
tower). For the purpose of this RP a tube failure that does not result in a loss of containment is not
considered a failure.

b) Near misses:

— discovery of corrosion or other damage/degradation that does not pass a Fitness-For-Service assessment
and requires immediate repair, but did not result in a leak;

— discovery of a damaged bolt or gasket that requires immediate repair, but before any failure or leak occurred;

— sfructural deterioration that is found and deemed not fit for service (e.g. during potential wind loading), but
before a structural failure occurred;

— process chemistry or other operating condition that is found to be outside of an acceptable process integrity

operating window (IOW) for corrosion or other material degradation mechanism and requires immediate
inspection or repair, but before failure or leak occurred;
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PRESSURE EQUIPMENT INTEGRITY INCIDENT INVESTIGATION 9

An example to illustrate the three types of causes is as follows from this fictitious situation. A carbon steel pipe in a
sulfuric acid alkylation unit failed and released alkylate. After a PEI incident investigation, it was determined the loss
of containment causes were the following.

a) Immediate cause: the loss of containment occurred because sulfuric acid came in contact with the carbon steel
pipe and rapidly corroded it to the point of failure.

b) Contributing causes:
— there are inadequate operating controls to prevent acid carryover in the process,

— operators did not recognize and properly react to the abnormal operating condition that caused the acid
carryover.

c) Probable root causes:

— leadership did not adequately address the lack of controls on process operations,

— rigorous training of operators and retraining is not considered important to site management.
5.2 Determining Causes

Determination of causes of an incident should be based on a systematic analysis of the evidence and facts collected.
During the course of the investigation, the team will determine what happened leading up fo the incident and the
causes. There are intermediate analysis steps to prove or disprove theories of causes. Systematic analysis of
evidence and use of fact-based reasoning are usually sufficient to prove or disprove cause theories. This RP
describes three levels of PE! incident investigations.

1) Level 1 is a simple one- or two-person investigation on low-consequence PEI incidents that can be done in a
fairly short period of time. Level 1 uses the evidence and the judgment and experience of the investigator to
determine the causes.

2) Level 2 is a more thorough investigation of medium-consequence PEI incidents that normally involves a small
team and takes a bit more time to gather and analyze evidence and determine causes. The team may use
casual factor or logic tree analysis techniques to determine the causes.

3) Level 3 is a more detailed investigation of high-consequence PEl incidents that involves a team typically led by
a trained/experienced root cause investigator. Level 3 investigations involve the gathering of much more
evidence and conducting in-depth analysis and may take several weeks to complete. Level 3 should use a
structured RCA methodology to determine the three types of causes.

All three levels of investigation are designed and intended to identify the immediate and contributing causes, but
Level 2 or Level 3 investigations may be required to uncover the root causes of the incident.

Each investigation, at any level, should determine the exact immediate cause of the incident, based on evidence. If the
immediate cause cannot be determined, then the team or investigator should look for more evidence or consult with
additional expertise or request a metallurgical failure analysis (FA). Typically, when the immediate cause cannot be
determined, it means that some key evidence has been missed or is missing. If, after gathering more evidence or
additional review of the evidence, the immediate cause can still not be determined, then the most probable immediate
cause of the incident should be defined and clearly documented, with both the known facts and assumptions identified.

Two of the main differences between the investigation levels are in the depth of the investigation and the precision

used in determining the contributing and root causes. For the Level 1 investigation, the investigator's best knowledge
of the organization and systems is used to identify the probable causes. For a Level 1 investigation, the identified
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PRESSURE EQUIPMENT INTEGRITY INCIDENT INVESTIGATION 11

investigation would be performed on low-consequence PEI incidents. These Level 1 investigations are opportunities
to learn and act on small incidents and proactively prevent similar chronic incidents or future larger incidents.

Typically, the level of investigation is independent of the type of incident but is determined by the consequence or
potential consequence of the incident. For example, pressure equipment failures, depending on the consequence
and/or specifics, might have a Level 1, Level 2, or Level 3 investigation conducted. The starting point for near misses
is usually a Level 1 or Level 2 investigation.

The following are examples of some specific PEI incidents that might warrant a Level 1 investigation:

— incorrect gasket installed and leaked without causing a fire;

— short-term corrosion rate discovered to have doubled over long-term rate;

— incorrect alloy discovered in valve before it was installed,;

— Schedule 40 nipple installed where Schedule 80 required in piping specification;

— small-bore piping threaded connection installed directly adjacent to a vibrating reciprocating compressor;

— inspector discovers B7 bolting installed on exchanger floating head where specification called for B7M in sour
service;

— inspector discovers wrong weld rod being used by welder for Cr-Mo piping replacement;

— inspector discovers utility hose being used for process drain hose;

— thermography inspection finds 50° hot spot on radiant tube;

— small underground leak discovered in Class 2 buried piping.

The following are examples of some specific PEI incidents that might warrant a Level 2 investigation:
— high-pressure boiler tube rupture;

— storage tank bottom leak;

— inspection finds a process pipe in operation below minimum required thickness;

— afeed/effluent heat exchanger flange leaks on start-up and causes a small hydrogen flame;

— a process heater tube ruptures causing furnace fire that is blocked in and snuffed out without significant damage
to the firebox;

— arelief valve opens prematurely, releasing a few hundred pounds of product before being blocked in;
— arelief valve is discovered to be plugged during servicing;

— piping vibration near a reciprocating compressor causes fatigue crack and product release requiring compressor
station to be blocked in and taken off line;

— a heat exchanger tube rupture causes heat exchanger to be blocked ih and taken off line for inspection and
repairs;

— CUI leak causes side-stripper column to be blocked in and taken off line for repair;
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16 AP| RECOMMENDED PRACTICE 585

particular incident, and the investigator's knowledge of the facility's systems and work processes. Level 1
investigations are usually not rigorous enough to identify all of the contributing and root causes.

7.2.5 Action ltems

The Level 1 investigation should include an understanding of the immediate cause to identify what actions need to be
taken to address the immediate cause to prevent a similar incident. The investigator would also try to understand the
contributing and possible root causes, with special emphasis on issues that represent opportunities for improvement
that are within the control of the investigator or the control of the investigation sponsor. The investigator with approval
from the investigation sponsor would recommend what action items are assigned and to whom.

With the focus on PEl incidents, consideration might be given to what changes may be needed to improve the PEI
program to prevent similar incidents.

EXAMPLE  Action items might include improvements on how inspection plans are developed or making improvements to the
work process of how damage mechanisms are predicted and utilized in specifying on-stream nondestructive examination (NDE),
or the investigation might reveal that additional process parameters should be monitored for IOWs.

7.2.6 Reports

Level 1 investigation results may be documented on a simple form or template such as that shown in Annex C. The
report may document what happened, the immediate causes, the contributing causes, and the corrective actions.
These reports are important for both the incident being investigated and to have quality information to review for
trends and broader improvements.

7.2.7 Determining Effectiveness of Action ltems

The identified contributing causes from many Level 1 investigations may be reviewed over time to look for common or
systemic causes and to determine if they are being reduced and/or eliminated. If no improvement is shown, then this
may be an indication that the follow-up actions were not effective. In such a case, a review may be conducted to
determine how to more effectively address the reoccurring contributing causes or to identify additional contributing
and/or root causes that should be addressed. This might involve a Level 2 investigation on a grouping of similar
Level 1 incidents.

7.3 Performing Level 2 PEIl Incident Investigations
7.314 General

Level 2 investigations are conducted on medium actual or potential consequence incidents (i.e. all that fall between
Level 1 and Level 3). As previously discussed, the Level 2 processes may also be used to further analyze information
from multiple, similar Level 1 investigations. Because Level 2 investigations typically involve higher risk incidents than
those in Level 1, they would typically have a two- to three-person multidisciplined team to analyze the evidence and
identify contributing causes and probable root causes.

7.3.2 Beginning the Level 2 PEIl Incident Investigation

Similar to the Level 1 investigation, the Level 2 investigation would start with the incident report filled out with the
knowledge about the incident known at the time. Developing a form or guidelines for gathering and recording the
incident information will be useful when reviewing these investigations for trends and further improvements. See
Annex A for a simple example form. It is important to properly define the problem that the investigation team is going
to investigate. The incident might have caused multiple issues, such as loss of containment that then revealed
improper fire monitor coverage or improper drainage when mitigating. These are different problems and should be
investigated separately; the PEI incident investigation should address why the loss of containment occurred.
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18 APl RECOMMENDED PRACTICE 585

The sponsor's role is to ensure that the team has the time, resources, and cooperation to conduct the investigation
but is not to manage the activities of the investigation. The sponsor should convey fo all those who will be assisting
the investigation team the importance of their cooperative participation in the investigation. Additionally, the sponsor
would be responsible for assuring that identified and approved corrective actions were implemented on a timely basis
and that the lessons learned were communicated to affected individuals.

7.3.4 Collecting Evidence
7.3.4.1 General

The determination of immediate, contributing and root causes is based on evidence and expert knowledge of the
contribution of the evidence. If not properly preserved or collected soon after the incident, some evidence can be lost,
such as DCS data being overwritten, damaged components being thrown away, or fracture surfaces improperly
handled. The priority for collecting data should be based on how perishable the data is. The more perishable or
changeable data should be collected first. The team should begin collecting data without trying to solve why the
incident occurred or determining the immediate, contributing, or root causes.

In PEl incidents that involve fires or toxic releases, once the area has been secured and it is safe for personnel to
enter, evidence gathering should begin. The investigation lead will need to work with operations to control the scene
until they determine that initial evidence gathering is complete. The area might be designated for no unauthorized
entry. Collection of physical evidence would begin as soon as practical after securing the site and continues
throughout the early part of the investigation. Collecting of other evidence not within the restricted area, such as
interviewing of eyewitnesses, can begin immediately. The investigation team might begin a preliminary sequence of
events timeline and sketch of the equipment or system involved to help the team understand what happened, what
was involved, and the scope of the investigation.

The investigation team could survey the scene and identify people, equipment, and materials involved in the incident.
The investigation leader could then prioritize the information to be gathered and assign responsibilities to the team
members to conduct interviews and gather evidence. The coordination of the effort is to assure data is gathered
systematically and purposefully.

One way to start determining what evidence to gather is to have a collection of generic lists for each type of evidence.
These generic lists may be used by the team as a starting point and can be customized for the specific incident. An
example of generic lists for each type of evidence is provided in Annex D. Depending on the type of incident being
investigated, not all the evidence mentioned will be applicable or necessary to collect. If the incident did not have a
defined consequence, like a loss of containment that happened suddenly, there may not be any eyewitnesses or
process data at the time the incident occurred.

PEI personnel that are not on the investigation team can assist the investigation team by providing any information
that they have about the equipment or system that was involved in the incident. They should be candid with any
information they have, including historical information from memory, correspondence like email, and any notes in
personal log books. Information should be freely provided to the team by the PEI personnel without any filtering or
bias. In some cases, individuals may believe that they have made some sort of mistake or in some other way had a
vital role in why the incident occurred. The investigation team should convey that they are not locking to blame any
individuals but rather are just seeking the facts so that appropriate corrective actions can be applied to those
management systems that are not as robust as they should be.

PEI and maintenance/repair personnel should not do anything with the equipment or system involved in the incident
until the site has been released by the investigation team or team leader.

Consideration should be given to protecting the integrity of the evidence. Evidence, such as physical evidence, that

cannot be replaced should be kept in a secure location such as a locked room or storage area and under the control
of the investigation leader.
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22 APl RECOMMENDED PRACTICE 585

could then determine if each form of evidence is pointing to basically the same conclusions about causes. That would
be further confirmation that the correct causes are being identified.

Once the team begins analyzing the evidence, some gaps in evidence may be revealed that will require collecting of
more evidence. The team should then gather that additional evidence. Also, when the analysis of evidence begins
this will reveal any expertise that is needed to help analyze data and determine causes, such as metallurgical
expertise to examine failed components or process expertise to analyze process samples or process data.

Analyzing the evidence to determine the causes usually defines the issues associated with the incident such as:
1) type of failure or damage mechanism;
2) details of the components involved: material, service conditions, environment, stresses, and loadings;
3) prior service history;
4) manufacturing history;
5) design conditions.

Tests needed to analyze failed components and determine the causes would be specified by the proper expertise.
Annex F is an example of a form that can be used to send physical parts off for FA and 7.5 gives guidance on FA of
components.

One important part of the analysis would include determination of whether industry PEI codes and standards, such as
those listed in 1.4, and company PEl-related procedures, standards, and work practices were followed or not. If they
were followed, the analysis might determine why they were not effective in preventing the incident.

Use a structured analysis method to analyze the evidence and explain the failure, such as, logic tree, cause and
effect diagrams, or sequence diagrams. There are many structured processes that can be found in the literature or
offered by commercial vendors.

7.3.6 Developing Recommendations and Action ltems

Once the investigation team has conducted a structured analysis and determined the immediate, contributing, and
root causes of the PEl incident, it is important to develop recommendations and action items to address the cause(s).
Once action items are satisfactorily completed and a management system created or reinforced to sustain the
corrective actions, the likelihood of reoccurrence of the incident and other similar incidents should be reduced.

Recommendations resulting from the incident investigation should be developed to prevent reoccurrence of the
condition or activity. The investigation team should not attempt to analyze the cost or engineering required to
implement a recommendation, unless directed to do so by their sponsor. Generally, such efforts are part of the next
phase to develop action items and typically involve different individuals.

For PE! incidents, consideration might be given to what changes are required to improve the PEI program in order to
prevent similar incidents.

EXAMPLE  The inspection plan for the equipment involved and other similar equipment should be reviewed to determine if it
should be changed or modified in any way to prevent another such incident. Consideration should also be given to determination of
whether any procedures, documented work practices, and other management systems need to be reviewed for improvement.

Each recommendation that the investigation team develops should be clearly written, should state which cause(s) it is
designed to address, and should be clear and concise requiring no interpretation. A suitable implementation plan
would then be developed to resolve the recommendations.
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The investigation team will develop recommendations to address the causes identified as a result of the investigation.
The investigation team may suggest action items to address their recommendations, but they do not typically define
the action items and responsibility. This is more appropriately done by the management of the group or area that
owns the issue or the group that has to commit resources or funding to solve the issue. It is management's
responsibility to define appropriate action items to address the recommendations and assign the appropriate owner of
the action item.

Action items assigned to address the investigation team’s recommendations would typically be clearly written and
state which recommendation it addresses. Alternative actions may be substituted by the responsible manager, or
action items may be modified as corrective action work progresses, so long as the recommendation is adequately
addressed and the proper approval is received. Action items are typically assigned a responsible owner with a
reasonable completion date assigned; considering the risk associated with continued operation may influence the
specified completion dates.

7.3.7 Final Report and Documentation

A final report is written by the investigation team that documents the PEI incident investigation effort, the findings,
analyses, causes, and recommendations. The report may contain or reference the technical information used as part
of the analysis.

Reports might include the following information:

— describe the incident—where and what happened,;

— presentation of the findings of how and why the incident happened;

— presentation of the conclusions on what were the immediate, contributing, and root causes;

— indicate what management systems that may be related to the root causes;

— include the recommendations to prevent a repeat incident and/or lower the risk.

A standard template or consistent format for final reports assists those writing and reviewing reports and will help with
documenting required information An example template for a Leve! 2 final report is included in Annex G.

The final report is only a portion of the overall record of the investigation. The final report and other documentation
deemed necessary for recordkeeping per the company’s record retention policy should be stored.

7.3.8 Tracking of Action ltems

There should be a system in place to track progress and ultimate completion of action items assighed. The problems
and issues discovered during a PEI incident investigation remain unchanged until the action items assigned to
address them have been completed and a system is put in place to sustain the changes.

The owner/user should have a process whereby action items are periodically reviewed and progress monitored.
Action items should be completed by the assigned target date. Action item target dates should not be changed
without consideration of the risk associated and management review and approval. In some cases, there may also be
regulatory requirements on the time allowed to implement certain actions. If an action item is changed or deleted, it
should be documented as to why and how this decision was made and what alternative actions were taken. Action
items should have an auditable trail.

The appropriate level of manager should be assigned to monitor the progress of action items.
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7.3.9 Determining Effectiveness of Action ltems

For a select number of PEI investigations, it may be important to review the effectiveness of the actions taken to
resolve recommendations.

7.4 Level 3 PEIl Incident Investigations

Most of the information in 7.3 for conducting a Level 2 investigation of a PEI incident also applies to Level 3
investigations of PEI incidents. It is assumed that most Level 3 PEl incident investigations would rise to the level of a
process safety investigation. As such, the description herein of a Level 3 PEI incident investigation would need to be
in conjunction with and in support of the site’s process safety investigation procedure.

A Level 3 PEI incident investigation would likely be ied and/or overseen by other parts of the organization (such as
site managers, the site safety or process safety group) but would be supported by PEI personne! when loss of
containment was an issue. Additional breadth and depth of investigation and root cause understanding is warranted
for the PEI aspects of incidents with Level 3 actual or potential consequences. The following guidelines supplement
those provided above for Level 2 PEI incident investigations.

Level 3 investigations are performed on the PEI incidents with the highest actual or potential consequence and
require a multidisciplined team to fully analyze the deepest level of cause (root causes), as well as contributing
causes and probable causes. Typically, only a very small percentage of PEI incidents would be investigated at this
level of detail. This level of investigation is generally selected for incidents that had actual or potential to result in
significant safety, health, or environmental consequences.

Typically, there is more than one cause in a Level 3 PEI incidents. Some of the causes may be latent (or hidden), or a
cause cannot be verified to a high degree of certainty (referred to as a probable cause). In the refining and chemical
processing industry, hazardous processes are protected by multiple layers of protection or barriers. Typically, more
than one barrier or protection layer has to fail to have a catastrophic incident. For an incident that warrants a Level 3
investigation, the majority of the layers of protection would have failed or been weakened in some way. Some of the
barriers might have latent or hidden weaknesses in them, but these had not been revealed or known before because
the other barriers were preventing any incidents. It is important when conducting a Level 3 PEI incident investigation
to determine the contributing weaknesses of the multiple layers of protection.

A structured RCA method should be used to analyze the evidence and explain the failure and the incident, including
those methods such as logic trees, cause and effect diagrams, sequence diagrams, etc. Whichever method is used,
the investigation results should be based on the evidence and facts and every effort made to eliminate bias.
Development of these types of trees or diagrams will also reveal any additional evidence or data analysis to assure
that the conclusions are thoroughly supported by the evidence.

The PEl incident investigation team leader/member should be a trained and experienced person in the specific RCA
investigation methodology used. For Level 3 incidents, the PEI incident investigation leader might be someone from
another area of the company or plant than where the incident occurred or even a contract principal investigator. It may
also be beneficial for the team leader to have their primary area of technical expertise outside of the PEI functional
discipline. This will reduce the potential for bias and overiooking some potential causes. The team leader should
make sure that all evidence is gathered and considered to avoid predetermining causes and consequently the bias of
gathering evidence to confirm these predetermined causes.

The team members might be a cross-functional group of individuals with knowledge and technical expertise in
different functional disciplines. Team members who were not involved with or associated with the equipment being
investigated are preferred to minimize introducing bias or conflicts of interest. PEl personnel from another area of the
facility could serve as team members for pressure equipment failures to lend their knowledge and expertise to the
investigation. If contractors are involved in the incident, then consideration shouid be given to including someone from
the contractor's company on the team but not to someone that was directly involved in the incident.
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Sometimes it will be obvious from the outset which component failed and caused the loss of containment. Other times
because of the ensuing destruction and multiple equipment and piping failures due to the fire and explosion, it will not be
so obvious which component failed first and which components may have failed because of the incident and
consequence of the release (knock-on effects). In the latter case, multiple samples may need to be shipped from the site
to the laboratory for analysis, not only to determine the physical cause of the loss of containment but also to determine
which pieces of equipment may have failed as a result of the consequences that followed the original failure.

Preparing, handling, and shipping the samples needs to be sufficiently detailed with appropriate quality assurance/
quality control (QA/QC) to ensure that they arrive at the laboratory in the same condition that they were found at the
site. Care to avoid potential handling and shipping damage will help to avoid erroneous or lack of conclusions during
the FA due to damage that was not actually incurred during the incident. Shipping and handling protocol may need to
specify type of packaging, type of crating, protection from the environment, need for desiccant, etc.

But even before investigators begin to define the protocol for FA work, they must decide where to send the samples
for analysis. FA for PEI incident investigations should be performed by organizations competent, qualified, and
experienced in refinery and chemical plant failure mechanisms. A best practice is to identify and evaluate firms and
establish a business relationship prior to an incident.

The next major step in the FA part of a PEIl incident investigation is to assemble, document, and agree upon the
various required steps in the laboratory FA that is needed to support the PEI incident investigation analysis. The
objective of this FA protocol is to perform metallurgical/material inspection, examination, and testing of the selected
physical evidence items in an effort to identify failure modes and contributing damage mechanism that caused the
PEIl incident (i.e. determine the immediate physical cause for the loss of containment).

The investigation team should create a FA protocol with the input of the selected FA laboratory. Decisions will need to
be made about the kinds and amount of testing and examination that will be required, including such things as:

— visual examination;

— sample preservation;

— physical measurements;

— NDE;

— cleaning methods and techniques;

— sample cutting, extraction, and marking;

— macro and micro metallographic examination;
— X-ray diffraction;

— scanning electron microscope examination;
— chemical analysis;

— energy dispersive X-ray spectroscopy examination;
— macro and/or micro hardness testing;

— fracture surface examination;

— deposit/residue collection and analysis; and

— mechanical testing.
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The amount and type of documentation at every step should be agreed upon and included in the FA protfocaol,
including such things as:

— When, where, and how much photographic and/or video documentation is heeded,;

— how much and what laboratory documentation is needed;

— the amount and type of sample marking/tagging;

— the need for hold points and witnessing of selected steps by members of the investigation team;

— at what point and when verbal reports of FA progress are needed; and

— details of what needs to be contained in the final report.

8 Training and Qualifications

8.1 General

When an incident occurs it is important to have the right people who are already trained to immediately respond
and begin the investigation. Facility management should plan for team composition requirements and have
trained and qualified people ready and available. Frontline supervisors of the organization need to know who to
call and when, before an incident occurs. Everyone in the organization needs to know how to recognize incidents
and how to report them.

8.2 Incident Investigation Team Leaders

The organization could define a pool of potential investigation team leaders. Example of training for team leads
includes the following:

— an overview of the company incident investigation management system;
— investigation concepts;

— specific investigation techniques used by the organization;

— proper interviewing techniques;

— proper gathering of evidence;

— concepts of laboratory FA,

— how to analyze evidence for immediate and contributing causes using the methodology selected by the
company;

— how to determine root causes;
— how to write effective recommendations;
— how to avoid bias in investigation analysis;

— documentation and report requirements.
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9.2 Monitoring of the PEI Incident Investigation Program

The effectiveness of the PEI incident investigation program should be periodically reviewed to identify areas for
improvement
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Annex B
(informative)

Example Application of the “5-Whys” Investigation Methodology 2

B.1 Description

The "5-Whys” tool is a simple process to follow to determine the causes of incidents. This method adds some
structure to brainstorming on causes and does utilize a logic tree approach without actually drawing the logic tree
diagram. This method is dependent on the judgment and experience of the person or group that is asking why. The
method is typically best used for simple problems without multiple causal factors.

It is important to begin the process with a clear problem statement that defines the incident that is being investigated.
Once the problem statement is determined, you begin asking why to the problem statement and then ask why again
to that, typically after asking why five times you have reached the contributing and root cause. If you have not, then
you continue to ask why until you reach the root cause. In some cases the root cause is reached in less than five
whys, so five whys is just a guideline and a name for the process.

B.2 Example
This example demonstrates the basic method of the 5-Whys.

During a plant's maintenance turnaround, an exchanger bundie was pulled, cleaned, and inspected. The tubes were
discovered to have corrosion damage and numerous leaks, and the number of tubes needing plugging would exceed
20 % of the tubes and therefore would be too many. It was determined the best course of action was to have a new
bundle built and sent to the plant. The unit mechanical engineer pulled the heat exchanger drawings from the main
records center and sent those to the fabricator. The new bundie was built and shipped to the plant only a few days
before the turnaround was scheduled to end. When the maintenance crews went to install the new bundle in the
existing shell, it was discovered it would not fit. The heat exchanger had been modified sometime in the past. At this
point the plant had to plug the old exchanger bundle leaking tubes and put it back in service. The unit rates were
reduced to accommodate the large number of plugged tubes. Block valves were also installed around this exchanger
so that it could be taken out of service online and the correct tube bundle built and installed later.

The unit mechanical engineer decided to conduct a Level 1 investigation on this incident, since it did cost additional
maintenance dollars to have another bundle built, install the isolation block valves, and then install the new second
bundle. There were also associated production losses due to having to run at reduced rates for two weeks.

Because this unit mechanical engineer had only been assigned to this unit for about two years, he did not have
knowledge of the change made to this exchanger. As part of his investigation, he talked with unit operators who had
been on the unit for a long time. The operators remembered some issues with that exchanger about 10 years ago. He
also talked with the unit process engineer about why the change was made. The unit mechanical engineer then
reviewed the inspection records for this exchanger, and he could see that the ultrasonic thickness data showed that
that the exchanger was renewed about 10 years before, but there was no explanation of why. There was also a file
cabinet in his office of files that he inherited from the previous unit engineers. He looked through that file cabinet and
found the correct drawings for the existing exchanger bundle.

2 The following examples are merely examples for illustration purposes only. [Each company should develop its own approach.]
They are not to be considered exclusive or exhaustive in nature. APl makes no warranties, express or implied for reliance on or
any omissions from the information contained in this document.
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After looking at the data collected and also using his knowledge of the records system at the plant, he began his 5-
Why analysis. The following is the 5-Why form he filled out.

NOTE A separate Level 1 investigation might need to be conducted on why the tube bundle had so many tubes needing
plugging and why the bundle corrosion was so severe that it was not anticipated or planned for.

5-Whys Worksheet
Name of Investigator: John Smith Date: January, 15, 2010
Equipment Involved: E-101 Persons Involved:

What Happened That Should Not Have: E-101 replacement exchanger bundle was fabricated incorrectly.

1. Why? The wrong drawings were used to fabricate the replacement bundle.

2. Why? The drawings of the exchanger bundle were not updated in the main equipment files.

3. Why? A previous unit engineer did not update the equipment file when the exchanger was redesigned.

4. Why? The previous unit engineer did not trust the records room equipment files and so he kept his own files.

5. Why? The records room does not have controlled access and documents have been lost or misplaced in the past.

6. Why? Keeping up to date equipment files is not given a high priority by management.

You have gotten to the end of asking why when you have identified the system related issues that can be corrected to prevent
this incident from happening again.

Identified Root Cause: The equipment files record room is not secured and there is not a defined and auditable process for
updating records.

Corrective Actions to Prevent Reoccurrence: Actions would be identified on how to improve the security of the equipment
records room and to develop an auditable process for updating equipment records, with identified roles and responsibilities. This
would be assigned to the plant technical manager.
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(informative)

Example Lists of Generic Evidence to be Gathered 4

People data:

— eyewitness reports,

— first responders/emergency responders reports,

— process operators—on shift and off shift,

— maintenance personnel associated with the equipment,
— inspection personnel associated with the equipment,
— metallurgist or corrosion engineer,

—  process engineers,

— reliability or maintenance engineers,

— project/design engineers,

— manufacturer’s representatives,

— chemistry and other laboratory personnel.

Physical data:

— pressure boundary equipment such as gaskets and flanges;
— damaged equipment components;

— process samples from relevant equipment;

— metallurgical samples;

— explosion fragments and pieces of process equipment;
— direction of glass pieces;

— location and position of fragments;

— process volumes and levels;

— blast and fire damage;

— location of burn and scorch marks;

— as-found position of valves, controls, and switches;

4 The following examples are merely examples for illustration purposes only. [Each company should develop its own approach.]
They are not to be considered exclusive or exhaustive in nature. APl makes no warranties, express or implied for reliance on or
any omissions from the information contained in this document.
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— position of relief valves;

— location of withesses;

— location of other personnel involved in the process;
— smoke traces;

— melting patterns;

— impact marks;

— location of chemicals in the process;

— video recordings of the area, if available.

Record data:

— process operating records and conditions—electronic and manual,
— process operating procedures,

— shift logs,

— work permits,

— maintenance records,

— inspection records,

— records of process sample analyses,

—  repair records,

— P&IDs,

— equipment drawings and specification sheets,

— repair and rerating records,

— material balances,

— corrosion data,

— management of change records,

— prior incident investigation reports or near miss reports,
— training manuals and records,

— inspection plans.
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Examples of Questions to Ask Eyewitnesses 5
— What do you do here, and what is your job?
— How long have you been doing that job?
— How long have you been at this facility/plant?
— Where were you at the time of the incident?
—  What were you doing at the time of the incident?
— Would you describe the incident?
— What did you see, hear, feel, or smell?
— What did you do in reaction to the incident?
— How did you know what to do when the incident occurred?
— Who else was around you at the time of the incident?
— What were the others doing right before the incident?
— What were you doing right before the incident happened?
— Did you have any indications before the incident that something was about the happen?
— What were the weather conditions when the incident occurred?
— Was there anything different right before the incident?
— In your opinion why do you think this incident occurred? (Note this information as opinion, not fact.)
— Was this incident unexpected, or were you expecting something like this might happen and why?

— Has this incident or a very similar event occurred previously and if so, when and what happened?

5 The following examples are merely examples for illustration purposes only. [Each company should develop its own approach.]
They are not to be considered exclusive or exhaustive in nature. APl makes no warranties, express or implied for reliance on or
any omissions from the information contained in this document.
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Request for Failure Analysis Form 6

From: Date:

To:

ANALYSIS REQUIREMENTS

Prioritization Category:
A—Urgent Request—if work requires overtime or work after hours

B—Standard Request—if work will be conducted during regular business hours

Requested Due Dates:
Verbal Report:
Final Report:

How Shipped:

Carrier:

Expected Date of Arrival:
Tracking No.:

Shipped To:

BACKGROUND
Type of Component: shell, head, nozzle, pipe, flange, valve, efc. | Material Type:
Equipment No.: ASTM/ASME Spec No.:
Unit: Wall Thickness:
Operating Dept: Year Built:

PROCESS/DESIGN CONDITIONS

Process Design Temperature: °F Process Operating Temperature: °F

Process Design Pressure: psig Process Operating Pressure: psig

Internal Environment (including major/minor fluids and contaminant):

External Environment (including major/minor fluids and contaminant):

8 The following examples are merely examples for illustration purposes only. [Each company should develop its own approach.]
They are not to be considered exclusive or exhaustive in nature. AP! makes no warranties, express or implied for reliance on or
any omissions from the information contained in this document.
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How Was the Problem Discovered?

Definition of Problem?

Type of Investigation Needed (please include drawings and datasheets as applicable):

Special Requests: chemical analysis, special testing, PMI, mechanical testing, efc.

Impact of Investigation on Business and Future Utilization of Equipment:

Contacts—Recipient of Verbal Failure Analysis Results/Conclusions by Phone:
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Example Template for Level 2 or Level 3 PEI Incident Investigation Report 7

The following sections are suggested as a template for an investigation final report.

Incident Description:
Provide a summary of the incident that occurred and that was investigated.

Summary of Consequences:

Provide a summary of the consequences of the incident. This would include a summary of the injuries if there were any, environmental damage,
a summary of the equipment damage, the production loss and down time, and associated costs.

Investigation Process:

Describe in general how the incident was investigated. This would include the makeup of the team, when the investigation started afler the
incident, how long it took, and an overview of all that was done to investigate the incident.

Summary Sequence of Events:
Brief summary of the major events leading up to and immediately after the incident in chronological order.

Evidence:
An overview of what evidence was gathered and how it was.

Evidence from People:
Provide a summary of the evidence that was gathered from people, including who was interviewed and job titles.

Key Findings from Evidence Gathered from People:
A summary of the key findings from the evidence that was gathered from people.

Physical Evidence:
A summary of the physical evidence that was examined and the key findings from it.

Record Evidence:
A summary of the record evidence and the key findings from it.

Incident Sequence:
Describe how the incident occurred and the events leading up to it.

Immediate Causes:

l%eﬁne Zle immediate physical causes that allowed the incident to occur based on the evidence gathered and the investigation team’s analysis of
that evidence.

Contributing Causes:
Define the contributing causes of this incident based on the evidence gathered and investigation team’s analysis of that evidence.

Root Causes:
Define the root causes of this incident based on the evidence gathered and investigation team’s analysis of that evidence.

Recommendations:

Dewae the recommencdations to mitigate the contributing and root causes in order to reduce the likelihood that they will contribute to another
incident.

Appendix:

The appendices would include more detail about the investigation team’s findings. They might include further detail on key physical evidence,
such as photos of failed parts and how the analysis was completed and what the analysis discovered. A more detailed timeline could be provided
in the appgpdix, if one was developed. If a logic tree or sequence diagram is drawn for the investigation conclusions, those should be included in
an appendix.

7 The following examples are merely examples for illustration purposes only. [Each company should develop its own approach.]
They are not to be considered exclusive or exhaustive in nature. APl makes no wairanties, express or implied for reliance on or
any omissions from the information contained in this document.
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